o
Samsung
Security Tech
Forum 2819

E 7" ub _ 200 b L
2019. 07. 26



Samsung

e SAMSUNG
ecurity Tech
Forum 2819 Research

Cloud BackEnd Target Attack with Mobile Application Hooking

8 . Introduction

1.1 Biography
1.2 History of
Cloud Data Leak

1.3 Previous Methods
of Cloud Attack

8 . Attack Vectors

2.1 Basic ldea
2.2 Attack Diagram
2.3 Collecting Apps

2.4 Identify Cloud
Backend

2.5 Extraction of KEYs

Z . Result &
Countermeasure
3.1 Result

3.2 Timeline
3.3 soFrida

3.4 Countermeasure

3.5 Conclusion



SAMSUNG
Research

Samsung

Security Tech

Forum 2619 . Introduction

biography Cloud BackEnd Target Attack with Mobile Application Hooking

E 1 (June Park)
june5079@gmail.com / june_park@korea.ac.kr
2018. 03 ~ 2010. 01 ~
b . 500 b L UE M~ N 50

(SANELab/_"AY _ @)
2019

UESDS O0n
Senior Engineer



ol SAMSUNG

Security Tech

Forum 2819 |. Introduction Research

History of Cloud Data Leak
Cloud misconfiguration leads to serious data breach.
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Exposed Via AWS S3
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Previous Methods of Cloud Attack
Finding cloud key exposure and misconfiguration of permission
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Basic Idea

How to find if mobile application has cloud backend or not?

Mobile App including }
® ‘ cloud SDK
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Lambda Amazon Cognito  Amazon Mobile Analytics Amazon SNS Mobile Push
0 Functions ‘
)
|| n §Il'l 1 ‘
¥ AWS Lambda Amazon Kinesis DynamoDB  S3 Transfer ~ SQS Client Amazon SES
Recorder Mapper Manager Client
Compute Storage Networking Analytics Databases

AWS Global Infrastructure (Regions, Availability Zones, Edge Locations)
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Attack Diagram
Internet -scale analysis of mobile applications with cloud backend

Q

2

Collecting Check KEY Exploit
Apps Mobile SDK Extraction Cloud Resource
Download reliable Filtering mobile app Get reliable Testing of
APK files from which include cloud auth keys cloud misconfig

Google Play cloud SDK via hooking



Samsung SI\MSUNG

Security Tech

Forum 2819 Il. Attack Vectors Research

Collecting Mobile Apps
Millions of Android applications collected by Selenium Lib.

@ https//play.google.com/store/apps/category/FINANCE/collection/topselling_free?gl=k

B GooglePlay | [ a | £
ag. °o 2 + 160 Countries
—
e + 60 Categories
Ams| e g g 54 Ol g
nis) choj O 6~8M
< e as sz oo o4
o ‘o (Scroll down required)
olciel 231 wAEX AKX Ful A
Ho|E Al g0 o444 /0] SR x|
A = ofAlol= oy
2 4 EA/ATAE R gol/52Y 5\“,"“‘7_‘7. def click_more(self):
U7 S Be [0/ R EEE try:
*kk :
EI=pUi= EUCEETE=] Rt i i
~ self.browser.find_element_by_css_selector("#show-more-button™).click()
7|ze 7t oy efojmaety AEH AF
Ui glAzlAaE o3t e self.load_pkglists()
TEEEE EEReL] e except:
T H oy HS4HE ole2]o] L™ KB=g2% print ("Done")
el A5 A
pass
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* ok def load_pkglists(self):

for i in range(@, 5):

J
c’\l F\q ﬂ y" m self.browser.execute_script("window.scrollTo(@, document.body.scrollHeight);")

time.sleep(2)

self.click_more()
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Identify Cloud Backend
Cloud SDK can be simply identified with string searching
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