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1.2 History of Cloud Data Leak

IntroductionI.

Uber
(2016)

TimeWarner Cable
(2017)

FedEx
(2018)

AWS Account Hacked
Personal Information
of 57 Million users

4 Million Customer 
Records

Exposed Via AWS S3

119,000 US Citizens'
Personal Information 

Leaked

WhatŚ
s

Next?

Cloud misconfiguration leads to serious data breach.
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1.3 Previous Methods of Cloud Attack

IntroductionI.

Finding cloud key exposure and misconfiguration of permission

Яᴏ ҍẋ –♩╙ ͙ ‡ᴎ∑ẋ ═Ἓ

ӥ↕ג –♩╙  җגҵ, ▫ụ ἵ┬▫ᵑ ᾐ ὡ ′╛ẋᾐᴧἛ
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2.1 Basic Idea

Attack VectorsII.

How to find if mobile application has cloud backend or not?

Mobile App including
cloud SDK
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2.2 Attack Diagram

Attack VectorsII.

Internet -scale analysis of mobile applications with cloud backend

Collecting
Apps

Check
Mobile SDK

KEY
Extraction

Exploit
Cloud Resource

Download reliable
APK files from
Google Play

Filtering mobile app 
which include 

cloud SDK

Get reliable
cloud auth keys

via hooking

Testing of
cloud misconfig
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2.3 Collecting Mobile Apps

Attack VectorsII.

Millions of Android applications collected by Selenium Lib.

+ 160 Countries
+ 60 Categories

(Scroll down required)
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2.4 Identify Cloud Backend

Attack VectorsII.

Cloud SDK can be simply identified with string searching

ŗaws-android -sdkŘ
ŏ

ŗwindowsazureŘ


